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Start-ups privacy policy not

good enough, say experts
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Indian start-ups are increas-
ingly drawing public ire for fail-
ing to put in privacy and secu-
rity practice of personal data
of consumers. There have been
dozens of reported cases of
harassment due to the lack of
security measures adopted by
these new-age firms.

Last month in Bengaluru, a
female customer who ordered
ameal via popular food order-
ing app FoodPanda became a
victim of sexual harassment
due to a disagreement with the
delivery agent. Customer’s
mobile number was shared
with the agent.

While FoodPanda says it is
working on ways to mask cus-
tomer phone numbers, its
hands are tied when restau-
rants utilise third-party deliv-
ery services who would
require customer details.
Indian laws, however, say enti-
ties collecting sensitive data

are duty bound to maintain
reasonable security practices.

“Majority of these compa-
nies in India are oblivious to
the requirements under the IT
Act, so they keep on breaking it
actively. What they don’t
understand is that they can be
sued for damages by way of
compensation,” says Pavan
Duggal, an advocate who spe-
cialises in cyber law.

India already has laws that
are specific to ensuring the
security of sensitive data
under the IT Act. However,
with the lack of a privacy law in
the country, it severely
restricts their power.
Moreover, implementation of
cyber law in the country is lax,
encouraging those who want
to break them to do so freely
and fails to educate those who
are unaware.

While India hasn’t taken
any action against firms that
violate norms of handling sen-
sitive user data, the US has
rapped Indian firms for mis-

conduct. Last year the Federal
Trade Commission in the US
warned app developers against
using a piece of code called
Silverpush that was developed
by an Indian firm. According to
them, the code would listen in
without the knowledge of a
user to track their TV viewing
habits.

InMobi was recently
slapped with a $1 million fine
for deceptively tracking the
location of users, which the
company claimed was, to
better serve them with geo-
tagged advertising.

“InMobi tracked the loca-
tions of hundreds of millions
of consumers, including chil-
dren, without their consent, in
many cases totally ignoring
consumers’ express privacy
preferences,” said Jessica Rich,
Director of the FTC’s Bureau of
Consumer Protection. “This
settlement ensures that
InMobi will honour con-
sumers’ privacy choices in the
future, and will be held

accountable for keeping their
privacy promises.”

Uber and Ola, which saw
drivers harass customers
after personal numbers were
shared with them, have put
in place measures such as
number masking to protect
privacy of customers.

Apart from failing to com-
ply with the privacy laws,
experts have questioned what
happens to the data collected
once a startup shuts down. It is
estimated that only one out of
10 start-ups succeed, so the
amount of personal user data
that need to go out of circulation
is huge and indeed valuable.

Neeraj Bisht, a law gradu-
ate turned serial entrepreneur
whose logistics venture
Delivree King failed, says the
sensitive data gathered includ-
ing customer names, phone
numbers, addresses and lati-
tudinal and longitudinal loca-
tion data, will be destroyed
once the company is dissolved
- takes about a year in India.



